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© Systematic recovery of excessive spin loops in an n-way mp environment 
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© A prcgj'arr. executing on a first processor in an 
MP configurattcn awaiting the release of a resource 
held by ar.otner processor, detects the expiration of 
a fixed time interval, and mutates a hierarchy of 
recovery actions designed to cause the resource to 
be freed. These actions, targeted at a processor 
believed to be the one currently holding the re- 
source, are taken only if that processor is not ex- 
ecuting an "exempf* routine. The actions, taken in 
order of increasing severity, are: wait for a second 
fixed lime interval: terminate the routine on the 
resource-holding processor, allowing retry; terminate 
the routine without allowing retry; invoke Alternate 
CP Recovery. The hierarchy is escalated against the 
target processor until that processor releases the 
resource, and against other processors in the con- 
figuration until the resource is acquired by the first 
processor. These actions may proceed in parallel for 
multipl detecting and targ t proc ssors within an 
MP environment. 
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SYSTEMATIC RECOVERY OF EXCESSIVE SPIN LOOPS IN AN NAVAY MP ENVIRONMENT 



:-:s -r-verv.cn :e:a:es :z ire 'iea rr svsrerrs 
z'lc-arrr^Tg. Mere scscrficaiiy. 't •'e'a-es lo 
"^T^^arrsr^i 'cr le-ectirg ana recovsnra *r::m scm 
c-:z iCLav.zrs n rr.iticrocesscr system conficLra- 

A iz.r. ccc i3 3 :cr3:ticn whicn cccurs :r a 
mu t p!'::cessor uMP** sysisrn when a routine execut- 
iPQ cn one Certral Processor (CP) is unabie to 
c-r.cietc a runction due to a depenaence on sorre 
cc:::n -emg :aKen on another CP. If the function 
rr.us* te ccmcie-ec cefore funher processing can 
be Derfcmea. '.r,e routine rnay enter a ioop arc 
sen waiting :or :ne required action to be taken on 
the ether CP 

Spin :ccps typically occur in systems such as 
MVS-XA and MVS/ESA when a system routine is 
anempting lo perform one of the following func- 
tions: 

1. Communicate with other CPs • For exam- 
ple, when an MVS system routine running on one 
CP cetermines that an address soace should be. 
swaoped out of mam storage, it is necessary to 
notify ail other CPs to purge their translation 
lookaside ouffers of addresses related to that ad- 
dress space. This is accomplished by issuing a 
SiGP (Signal Processor) Emergency Signal to the - 
other CPs. Until each CP responds with an indica- 
tion that :t nas performed the required purge, the 
initiating MVS routine will enter a spin loop to await 
comoietion of the required action. 

2. Serialization of function across all CPs • 
MVS uses system !cci<s to serialize execution of 
many func:;cns across ail of the CPs in the System. 
This IS -ecessary -o ensure the integrity of the 
ooeraticn te^rg performed. The general locking 
arcnitecfjre jseo in the MVS system is described 
in the :3M Technical Disclosure bulletin. Dec. 
1973. Volume i6. No. 7. at page 2420. As an 
example, f an MVS routine on one CP wishes to 
process tne results of an I/O interrupt from a de- 
vice, it must ensure that status about the interrupt 
is not 'naavertently corrupted by a system routine 
on another CP wishing to initiate a new I/O opera- 
tion to the aevice. This is accomplished via the use 
of a system lock per device. If a system routine 
requires the lock for a given device which is owned 
by a routine on another CP. it will enter a spin loop 
until the lock becomes available. 

Spin loops are a normal phenomenon of an MP 
system. They are almost always extremely brief 
ana non-disruptiv to the op rating environment. 
However, when th ir duration becomes exc ssive. 
spin loops become a problem which requires re- 
covery action to resolve. In the prior art. those 
actions were determined and performed by the 



system rcerator. 

E.xcessive scm ;ccc lESL) :crc:r:crs 

incgerec for a a-!C8 /ane-y of raises. For -rxsr-r ~ 

the C? -.vricr. is rcicirg = .--escLroe recL 't, 
5 rcutir^e 30in.?jrc rn ancrner CP rr.ay t-e. 

0 Experier.c:nc a "araware 'aiiLte 

0 Excerienc.'ng a software failure 

0 Performing a critical xrcncn .\ricr. :aK5S 

unusually long period of time to ccnctete 
■0 0 Stopped by the operator cr oy :ne ocer=- -: 

system 

In the past, the MVS operating svs:e" re* 
tected the existence of an ESL and Surr^cec ;re 
conoition to the system ocerator. The oetect:or 

.'5 was oerformed by the routine m the sctn iccp. aiter 
spinning for a full ESL timeout interval, which was 
approximately 40 seconds m MVS. It then mvcKea 
the Excessive Spin Notification Routine, ro issue a 
message to the operator requesting recovery ac- 

20 tion. 

Determination of the correction recovery action 
to resolve an ESL condition is complex, error- 
prone, and especially cntical given the severe m- 
pact such a condition has on the operating system. 

25 Due to the frequency of inter-processor commu- 
nication and cross-CP resource serialization m an 
MP environment, when one CP fails, all ether CPs 
very quickly enter spin loops until the problem on 
the failing CP is resolved. 

30 According to the prior art. there were three 

recovery actions that an operator can take when an 
ESL occurs. Each has benefits and drav/backs as- 
sociated with it. The actions are as follows: 

1. Respond to the ESL message to continue to 
35 spin on the detecting CP for another excessive 

spin loop interval. 

This will only have benefit if the cause of the 
spin loop is temporary, i.e., if it is due to some 
unusually lengthy but legitimate processing on the 

40 CP causing the condition. 

The problern here is that neither the operator 
nor MVS knows whether the condition is temporary 
or not. If the operator does not respond to continue 
the spin and instead performs a recovery action. 

45 the possibility exists that an important MVS system 
function will be the target of that destructive recov- 
ery action. This may even result in an unnecessar/ 
system crash. 

On the other hand, if the operator does decide 

50 to continue the spin, how many times should the 
spin be allowed to repeat before taking a more 
forceful action? Each response to continue in the 
spin toop further prolongs the time that th system 
is unavailable. 

2. Respond to the ESL messag to trigger the 
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:=:..-- Cr "^5 cererai -.CP. *'.rc:tcr rs zescrjcea 
r. 'EM "fcnricai 2:Sc:csLre Eui:et=r-. Ncv 19"3. 
. rijrre '5. Mc 6. a- cace iCC5. Tre =:ccritr.m 
:^ le'^rTiire -^n'.cr. « :re 'aiii^Q CP m an N* 
.vsv frv'cnrrert s lescr'cec -SM Tecr.r.tcai 
'-isc:csure rL»!e::r.. jL.y :933. Voiume 23. Nc. 2 ar 

Tr:s :=*jses :re 'eccvery rotttnes crctecting 
:"2 orrgran rurmrg on :re -ailing CP tc oe in- 
.■c<ed. T'-.is 'S cone \z ailow the recovery routines 
:o reiease resources ^-e'd on tne failing CP whicn 
x.ay 08 ^^OMxrac Dy ine CP c-rrentty in a SDtn loop. 

The zrawoacK of ins action is that it aiso 
'rsuits ir remcvinc t^e "'aiiing" CP from use by 
tre MVS ccerattng system. Excerence has shown 
that excessive scm locos are usually caused by 
ncn-CP related hardware or software errors. Tne 
recovery crocessmg associated wrth ACR may re- 
scwe the scm loop but removing the CP from the 
configuration is nignty cisruptive and aiso unnec- 
essary in the majonty of spin loop scenarios. 

Even with a mghly-sKilled operator, who deter- 
mines ana performs each recovery action after only 
30 seconds delay, the system is completely un- 
available for several minutes. In addition, the CP is 
unnecessanly removed from system use for an 
cnaetermined period of time. 

Another drawback of the ACR action can be 
that recover/ routines are allowed to retry after 
being invck-. Therefore, the ability of the ACR 
action to resolve the soin loop and avoid a system 
outage is highly deperdent on the effectiveness of 
the recovery routines oroiecting the railing pro- 
gram. If the recovery routines do not release the 
resources -e^uirec oy the CP in the spin loop, or 
retry cacK to a ccmt tn the failing program which 
causec tre prooiem to begin with, the spin loop 
ccnciticr^. -vill not be resolved. 

3 Respond to the ESL message to continue 
the scin on the aetecting CP AND initiate a RE- 
START from the system console to interrupt the 
fcutine executing on the failing CP. This action will 
trigger invocation of recovery routines to force the 
re»ease of resources held on the failing CP. 

The crawback of this action is that it results in 
termination of the current unit of work because 
recovery routines are not allowed to retry when 
RESTART is invoked. Thus, even though the re- 
covery routines may be able to successfully re- 
solve the problem causing the spin loop, the pro- 
gram is forced to terminate. If a critical job or 
subsystem is active on the failing CP when the 
spin loop is detected, invocation of 'RESTART will 
cause loss of that critical subsystem and perhaps 
require re-IPL of the system. 

Another drawback is that the RESTART proce- 
dure is more complicated than simply responding 



:c a message arc .3 trere-'T z --~ •: 

Mcs! ESL :orc::!cns. :-e t: :ce-it:' - 

macequate -::overy cc;:crs. ere a :r = i.i:^- 
z ZTBsr. arc an extencec cuiace 'e-zurr-z 

In accuicn to tre ccnce>.ties zi tre *T::.r*. 
recisicns reauirec cy tne oceratcr tc 'ero -rr — 
an ESL ccr!c;:icr. tr.e .T.ecnancs zi r"*ect.r: —a: 
recovery ceconr.e Sioniricari'y rrcre irvciv-ec ' --t 
■ 0 cceratcr is urabie to answer tre iz-r zcz '"r5- 
sage ana msteac must resocnc to tne sz^r. z-zz 
restanacie watt slate, rcr e^arrcie. :cr an ac.^. 
response, the ooeratmg prccecure mvcives: 
1. Stooping all CPs m tne system 
■•5 2. Stonng the ACR -esccnse jn '^am y.zrize 

on the oetecting CP I'wntcn may be -.r. .■•:ar.:n :: 
the installation's policies) 

3. Starting all the CPs excect tre oetrot:.--; 
and failing CPs 
20 4. Restarting the aetecting CP to initiate re- 

covery. 

SUMMARY OF THE INVENTION 

25 

The present invention is a system and orccess 
in a multiprocessor system environment, for detect- 
ing and taking steps to automaacally recover from 
excessive spin loop conditions, it comprises rune- 

30 tions and supporting indicators that clearly identify 
true spin loop situations, and present a nierarchical 
senes of recovery actions, some new to the ESL 
environment, that minimize the imoact of the con- 
dition to the multiprocessor system, and its wcr- 

J5 kload. 

It is an object of the present invention to pro- 
vide an automatic and efficient mechanism for de- 
tecting and recovenng from excessive som icoo 
situations in an MP environment. 

JO • It is a further object of this invention to recog- 
nize persistent, related spin looo situations m an 
MP environment, and recover automatically from 
them. This includes recovering in parallel from mul- 
tiple ESL occurrences involving more than one 

J5 failing CP. . 

It is a further obiect of this invention to present 
a hierarchy of recovery actions representing pro- 
gressively more severe actions, so that a severe 
action is taken only when a less severe action has 

50 failed to resolve the problem. 

BRIEF DESCRIPTION OF THE DRAWINGS 

55 Fig. 1 is a linear time flow diagram showing 

an oven/iew of the Excessive Spin Loop Recovery 
(ESLR) Function operating in a 2-way MP envtrcn- 
ment. 
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3 Si xr.cticr flow ztacrarr. 5r.cw:rc tre 
.".f cf 'rcovery =c::cns :=..<en .vtinir. ESuP, 

-'t. - 'S 5 linear rime ricw -lacrarn shc.virg 
= ize-arc r .vr.icn ESIR orccessing is usee :■: 
'~sz .e £ iZ'-r -ccc reaciccK situanon in a 5-way 
.'.*.P -Ervircrrert. 

"cure 1 sro'.vs an envircnrnert in wnicn an 
r^.ccrrr-ert or :ne oresent inverrion ccerates. It 
I:i:j3:ra;es a 2-way MP system ccns;s;ing of Central 
P'ccssscr 1 'JO) ana Central Prccessor 2 (it). 
Cer:rra: Prccessor having obtained spin-type lock 
X a- r:.-^:* :0 (lOi). subsecuently enters a disabled 
loco t'G2V Centrat Prccessor 2. requesting spin 
locK X a: time to i (nO). is unable to obtain it. 
and 30 "spins", periodically re-reouesting the lock 
{1 n). 

As with systems of the prior art. it is the 
resocnsibiiity of the processes which have reduest- 
ec a sDin-type :ock to determine that a 'Vong** time 
has eiapseo since the lock was requested fa time 
interval referrea to as the ESL. or Excessive Spin 
Loco. :nter/al); naving recognized that this period 
of lime has eiaosed. (112). the requesfing proces- 
sor invokes the Excessive Spin Loop Recovery 
(E3LR) processing of this invention (113). This 
processing ultimately results in the release of the 
lock by orocessor i (103), and allows the subse- 
quent acquisition of the lock by processor 2 (1 U). 

Referring to figure 2. excessive spin loop re- 
covery processing is entered when the CP request- 
ing the lock detects that it has been waiting for the 
lock for an excessive amount of time. On entry, this 
routine checks to aetermine whether excessive 
spin loop recovery processing is active on any 
other CP in the complex by checking the CVT 
glooai control block (24) via the atomic "Test and 
Set** operation, if the answer is yes. there is an 
immediate return and this indication is not treated 
as a detection of an excessive spin loop. 

If the answer is no. the failing CP is identified 
as indicated in the aforementioned TDB (Vol. 26. 
No. 2. at p. 748), and the identity of the failing CP 
is saved. A check is then made to see whether any 
spin loop recovery action was taken for this failing 
CP within tne last excessive spin loop interval. If 
so. subsequent recovery processing is bypassed. 
In tightly-coupled f^P systems of three of more 
CPs. this is done because two different CPs could 
enter ESLs against the same failing CP within the 
same interval. When the first of these two ESLs 
results in a recovery action, the second ESL must 
be prevented Uom initiating another (more disrup- 
tive) action before the first one has a chance to 
complete. 

The Excessive Spin Loop Recovery Processor 



'ESlr.'' rrairtains a tac.e :r z zzi. £:::cre 
•r-e ::re zt T.e -ast ESL -rCC-.-r'v iz::" 'i-i' 
=csihs: =3cr Zr Th:s Last -^ciicn ~B<~r 
Tacir -ZS' "as c.'^6 6rt'v cer Zr E5LF. 's^r 

5 cares '.''B ::ccK *aiue zr ^rir/ .v;:n *"e LA" 

'cr :re 'anirc Z? If ar ESL rtervai "as hct zisizz 
Since the -ast act-cn acairst this 'aiiing CP 
acticn :s taKen. Hcwever. tre *ast cetect:cr. 
LASTDT 231 t'ie^c s uccatec cecause tr;3 cetec- 
tier .'-.ust te reccrcec to ensjre tre crccer :e-er- 
.T.iration or a cersisten: procier:. >8 c:cck v3:-e 
iS again cctained and then stcrec ir tl*e g'czai ESl. 
fieio ,'28). incicatmg that this cetaction s treatec as 
a giocat cetection. anc the routine returns to tre 

;s cailer. 

If no action was taken for this CP -.vtthiin tre as: 
ESL interval, a check is mace to see if an ESL was 
detected against any CP within the iast two ESL 
intervals (23), 

20 The question here is whether two consecutive 

(ESL) occurrences represent repeated manifesta- 
tions of the same problem (i.e.. a persistent prob- 
lem) cr whether each ESL occurrence represents a 
separate proolem. If an ESL is identified as occur- 

25 ring for a persistent problem, the recovery action 
for that ESL wilt be the next one in the series of 
increasingly severe actions for that panicular faiiing 
CP. 

If an ESL is determined to be the initial mani- 
30 festation of a problem, ail the ESL indicators for all 
CPs are reset so that any sequence of actions for 
any CP starts at the first action. 

The Excessive Spin Loop Recovery Processor 
(ESLR) maintains a field (UXSTDT) (28) m global 
35 storage showing the time of the last detection of an 
ESL against ANY CP. 

A persistent problem exists if: T-LASTDT < 
2xESLl where: 

T = time of this entry to the ESL Recovery routine 
40 ESLI = excessive spin loop inten/al. 

When processing of this ESL is complete. LASTDT 
is upaated with the current time at exit from ESLR 
process. 

Given that time between entries to ESLR from 
45 a given spin routine is equal to ESU plus a very 
small delta consisting of linkage time from the spin 
routine to the ESLR process, it follows that the spin 
routine will continue to call ESLR in less than two 
spin loop time-out intervals until it has obtained its 
50 acquired resource. However, a given invocation of 
ESLR may be locked out if another CP has already 
senalized the ESLR function. Therefore, ESLR 
must be cognizant of all entries to ESLR from any 
CP- If no entry to ESLR occurs from any CP for 
55 two or more spin loop time-out intervals, then it 
follows that ALL spinning routines obtained ALL 
their desired resources subsequent to the last call 
to ESLR. 
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:s *5c: rxec'-tx* a :CL:;r*.9 tbi -5 
e<e'*»ctec '-err, excessive scir. ^ccc reccvery crz- 
ressirc 'ir.ctcaiea ir :ne lCCA ciock t2T",i. - 
T'.ecrarisrr: ?cr provcirg sucn an exerrc!:cn :s 
•'ecuirea because there are :6gitina:e sysieTi rou- 
tines .v-icn rcu.'C ctherwise trigger 55L roncttions 
cecs'jse Te iime zrrrc-e-e ir.e tuncticn exceecs 
iT.e EEL :!me-CLt va.ue. This ai'ows the system 
'3ut;res to set an iraicatcr arcuncJ :he -ergtny 
f-jrctxr T. a fietc crecned by the E3L recovery 
Drccess. This exemcticn mecnantsm aitcws the 
55L interval to be reduced far beiow its vaiue m 
crevicus MVS systems of -tO seconas to signifi- 
cantly tmcrove ESL recovery performance, it eiimi- 
r^.ates tne need tc spin for such long oenccs to 
avcid an ESL aetection and recovery action for a 
legitimate, temcorary condition. Some MVS func- 
tions induced in this validly exemoted category are 
those wmcn load restartable CP wait states for 
cperator communication, place a CP temporanly in 
a steeped state, or communicate with the operator 
via disaoied console com.munication facility. 

If the failing CP is not executing an exempt 
routine, recovery action is initiated for that failing 
CP. This recovery action processing is further de- 
scribed in Figure 3. Having taken the appropriate 
recovery action, the current clock value is placed m 
the "J\T field (26) of the failing CP and the global 
ESL field (LASTOT (23)) and return is made to the 
caller. 

Referring to Figure 3, on entry to recovery 
action orccesstng an index is incremented asso- 
ciated with the failing CP. A check is then made 
against the value of the index. If the value equals i. 
a return is made to the caller. This results in a 
ccntinuation of spinning on the desired lock for 
another ESL interval. It is impoaant to wait for this 
additional ESL interval since it is possible that a 
call may have been made to excessive soin loop 
recovery processing in the window of time between 
the clearing of the exemption flag and the enabling 
of the associated CP and in this case no disruptive 
recovery action is desired. 

If the index is equal to 2. an indicator is set in 
the CVT control block indicating ABEND as the 
recovery action. A Signal Processor instruction in- 
dicating restart is then issued to the failing CP to 
give control to the restart FLIH. Return is then 
made to the caller. On the failing CP the RESTART 
FLIH checks the CVT indicator and sets a flag 
indicating the ABEND action and passes control to 
the Recovery Termination Manager to execute the 
ABEND action, which allows the recovery routines 
to retry after performing any necessary clean up. 

If the index is equal to 3. the CVT Hag is set to 
indicate the TERMINATE recovery option. A signal 
processor instruction indicating restart is then is- 



si^ed :o rne raiM?-; :: :::-ir "i =-f::..i 
~errr;rat:on .Vtaracer :c i-rC" ? " i: 

ccticn -n ;rar it :ces rot £rcA' -^zz.^r. 
5 'etry. Resources :wrec cv :"e :a;.'>c .r.: 

are released, arc the ^r.a ci -vcfx =3 z zzz •: 

terminate. Return -.s -rer. ^-nace to Te ca.ler 
if tne :rcex s ecuai to A terraie 

ery lACR) is inittarec fcr re 'anr.q Z? - : • 
■0 ation IS rtfectea ty xe zeiez:i^z cr:cT=:C' f"-- 

'ating the recsjct of a .meifLrcricn i-.en rter-^ct c" 

from -he raiting CP wic"! tmtiares act:c!"S 'rsu 

in taxing this CP off-'ire. 

5-WAY EXAf^PLE 

Figure ^ illustrates Excessive Scm Lcco Re- 
covery processing active in a 6-WAY MP system. 

20 with two independent excessive spin loops: the first 
involves CPs 0. 1 and 2 all waiting for a resource 
held by failing CP 3; the second involves CP 4 
waiting for a resource held by failing CP 5. The 
example shows: 

25 1. Simultaneous resolution of indepencent 

ESLs 

2, Correct progression through the hierarchy 
of recovery actions for each ESL taking increas- 
ingly severe action when previous action failed to 

30 resolve the problem. 

3. Pacing of actions taken for related ESLs 
(multipie CPs soinning on the same failing CP). 

At times. T. T + 2. and T + 3. the waiting CPs 
{0. 1. 2 and 4) request the needed resource of CP 

35 3 or 5. At T*10. CP 0. noticing that an ESL 
interval (here, lO seconds) has elapsed without 
obtaining the resource, calls cSLfl processing, 
which sets the CP 3 index to i and saves the time 
of this E3LR processing {T+ lO.l) in the t^T field 

40 for CP 3 (figure 2B at 26). and LASTDT (28). and 
then returns to the caller who continues to soin (as 
indicated in figure 3. since this is the initial, detec- 
tion). At T + 12. CP 4 detects an ESU calls ESLR. 
which sets the CP 5 index to i and saves the time 

45 (T+ 12.1) in LAT entry for CP 5 (26) and LASTDT 
(28). and then continues to SPIN (fig. 3). Simuita- 
neously at T + l2. CP i detected an ESL, and 
invoked ESLR • which immediately returned since 
ESLR was already active on CP 4 (see fig. 2A at 

50 .21). At T+ 13. CP 2 detected its ESL. called ESLR, 
which takes no recovery action since one was 
taken for this failing CP (CP 3) within the last ESL 
interval (see fig. 2A at 22). The time (T + 13.1) is 
saved in LASTDT (28). At T-«- 20.1. another ESL 

55 interval having passed lor CP 0, ESLR is again 
invoked: sirKe no action was taken for failing CP 3 
within the last ESL interval (T* lO.i -T + aO.i) (see 
fig. 2A at 22). a recovery action is taken, tne mcex 
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r~ 2 s r zre^^^'^z :z 2 -i-z. 2 a: 2iV tl"e 
-zENC: 5 £:cr.a.:ec :d CP 3 22'. "'"e ::r-e 
■'-:C2: s 33^^50 .r LAT for 3P3 ;25j, an- 

e-Z 'E::0'' rf arctrer E3L sr.terva:. calls E5L?.. 
•■'^•■zr raKrS r.o ac::CR $:r,ce ac::cn .vas taken ?cr 
:p 3 w;:h!n re zasi EEL interval Uig. 2A at 22V 
"-e ri'-e T*22.n ;s savec m UASTDT (23). Also 
a: '-22.* CP - retects :ne exciraiion cf an E3L 
-Te'vai. ca:!s E3LR. wncn :mmec;ateiy :'eturns 
3;rc3 ESL.^ ts already rurining cn CP 1 iV.q. 2A at 
2n. Ar 23.1. CP 2 .-^otes the passing of an E5L 
:rt6rvai. ca:is 55LB. -.vhtch :aKes no action since 
acricn ^fas taken for CP 3 within me last ESL 
rrter.ai .r;c. 2A at 22). The time (T + 23.2) is saved 
:n L-.5"CT i:23). At time 1-^30.2. CP 0 detects tne 
passage of another ESL interval (the ABEND sig- 
nalled to CP 3 at 1-^20.2 has not resolved the 
crcciem cn CP 3). calls ESLR, which, since no 
action was taken for CP 3 within the last ESL 
rnter/ai, increments CP 3's index (fig. 3 at 31) to 3. 
then Signals "Terminate" to CP 3 (33). Time 
(T + 30.3) IS saved in the LAT entry for CP 3 (26) 
ana in LASTDT (28). Note that in this example, the 
Terminate action against the unit of work on CP 3 
resolves the spin loop on CPs 0, f and 2. At 
T'^32.1 CP 4. detecting the expiration of another 
ESL interval (T + 22.1 - T + 32.1) calls ESLR. ESLR. 
realizing that no action was taken for CP 5 within 
the last ESL inten/al (T + 22.1 -T + sa.i; LAT for CP 
5 IS Tvi2.1), but there was an ESL detected 
against some CP within the last two ESL intervals 
(fig. 2A at 23), ESLR increments the inaex asso- 
ciated with CP 5 to 2 (fig, 3 at 31) and signals 
ABEND to CP 5 (32). The time (T + 32.2) is saved 
in LAT for CP 5 (26), and in LASTDT (28). In the 
example, the ABEND action against the unit of 
work on CP 5 resolves the spin loop on CP 4. 



Claims 

1. In a multiprocessing system complex com- 
prising at least two processors, an operating sys- 
tem, and resources shared among processors, a 
method for recognition of and recovery from exces- 
sive spin loops by the operating system compris- 
ing: 

A) detecting, by a detecting routine in a first 
processor, that said first processor has been in a 
spin loop requiring a resource held by a resource- 
holding routine in another processor for a fixed 
time period; 

B) identifying a target processor in said sys- 
tem comp! X as a target for responsive recovery 
action; 

C) performing no responsive recovery ac- 
tions if a bypass indicator set by a routine in said 



£e:crc crccsssor $c r^iratei; 

C) =*j:rna::c3!iy zerzr-^-.rz f^.i '2 z^' 
crccesscr ere or a nierarcr.tcai sec_er:e :r -e- 
sccrsrve zrcgrarrrr.ez ^eccverv =c::crs ' laz :.- 

5 zass trc:catcr is zti: 

E) ccr.tip'jir.g :o .ceniify ^aic :ar;e: 
perform sutseauent hierarcnicai -eccvery a;:;:rs 
rcr saio target crccessor jr;:! saiO target zrzz^izZ' 
iS no icrger so icent:f:8C as 5aic target; 

■ 3 r) :on;iruirg to so zeiec: tre c^rg . 

cf saic resources 'cr saic rixec nr-e cer :c arc :: 
laentiry target processors anc cerfo'- targe: 
processor-specific hierarchical reccvery ac:::rs .n- 
til all cf saic resources are accuirec ov ai; zetac:- 

:5 ing processors. 

2. The metnod cf c;aim l :n .vhicn a ;;-cse- 
quent one of said recovery actions m sato Hierar- 
chical seauence is performea for said target pro- 
cessor oniy if an immeaiateiy preceding one of 

20 said hierarchical recovery actions has oeen cer- 
formed for said target processor ;cnger ago than 
one of said fixed time periods. 

3. The method of ctaim 2 in which said subse- 
quent action in said hierarchical sequence is per- 

35 formed if there has been said detecting of one of 
said spin loops requiring one of said resources 
held by any of said processors in said multiproces- 
sing complex within two of said fixeo time periods, 
and in which an initial one of said hierarchical 

30 . actions is performed otherwise. 

4. The method of claim 3 in which saic hierar- 
chical sequence comprises the action of aonor- 
mally terminating said routine in said target proces- 
sor in a manner that permits a resource-hotoing 

j5 routine m said target processor to resume normai 
execution after cleanup. 

5- The method of claim 3 in which said hierar- 
chical sequence compnses the actions of: 

A) continuing to wait for said resource to be 
JO released for a second fixed time penod: 

3) abnormally terminating a resource-holding 
routine in said target processor in a manner that 
permits said routine in said target processor to 
resume normal execution after cleanup; 
45 C) terminating said resource-holding routine 

in said target processor in a manner that does not 
permit said routine in said target processor to re- 
sume normal execution; 

0) removing said target processor from said 
so multiprocessor system complex. 

6. The method of claim 3 in which said hierar- 
chical sequence comprises the following actions, in 
the order listed:. 

A) continuing to wait for said resource to be 
55 released for a second fixed time period: 

B) abnormally terminating said resource- 
holding routine in said target processor in a man- 
ner that permits said routine in said target proces- 
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3 :e:r-.:ra::rg sa;c :escLr:e-"c-Cirg rc-iire 
r 5a:c :=r;et crcc=S30r :r 2 rr.orrer :r.=t zzei rci 
:er-:: saic rcu::ne r sa-c tarce; ::::ce£3cr :c 'e- 
£-ne '^crmai e^ec-ticr: 

3' rerr.cvirg sa;c :ar'get crrcesscr from saio 
riLtticccesscr sysiem ccmciex. 

7 1- £ -n-jt::r'CC5S£.ng sysiem :ornc:ex cc*^- 
c-:s.r.c a: rasi :a'o :rcce3scrs, an oceraiirg sys- 
:e:^. anc! resOLrces sharec arrcnc prccasscrs. a 
"^ecrarrsrr. :cr recccmticn of ana recovery frcm 
rxcessive sotn :cccs oy -he ccerating system ccm- 
onstng: 

-etec::cn .r.ear.s :cr rletecting that a first 
orc:es3cr ras oeen in a scm :cop '-ecuiring a 
-esource neid oy a routine m a seconc processor 
•or a fixec rirre period 

3) icentificaiicn means for identifying a tar- 
get processor in saia system complex as a target 
Jcr resDCnsive recovery action wnen said cetecting 
means detects said spin loop; 

C) a processor-bypass incicator associated 
with each of saio processors and having an "on" 
setting and an ''off" sening, satd bypass indicator 
ceing set to said "on" setting when an exempt 
routine IS executing in said processor associated 
with said '*on" bypass indicator: 

0) responsive recovery means for freeing 
said resource held by said target processor only if 
said crccessor-byoass indicator associated with 
saio target processor is "off*. 

3. The mechanism of claim 7 in which said 
resconsive recovery means comprises a merarchi- 
cal set of recovery functions, wnich further com- 
prise an A = E: iC--r:ggering function for causing a 
'3S0ij':e-"::c:rg routine executing in said target 
^f'.-^-izr acrc:'*ia!ty terminate, allowing retry. 

1 --i T.ecr^an:sm of claim 7 in which said 
re£::-^ -ecovery means comprises a hierarchi- 
ca :f recovery functions, said functions com- 

i'l a spin function for permitting said first 
::c:353cr :o remain m said spin loop for a second 
l.xec time oeriod; 

3) an ABENO-triggering function for causing 
a '=£curce-hoiding routine executing in said target 
processor to abnormally terminate, allowing retry; 

C) a TERf^lNATE-triggering function for 
causing a resource-holding routine executing in 
said target processor to terminate without retry: 

D) an ACR function for removing said target 
processor from said multiprocessor system com- 
plex. 

10. The mechanism of claim 9 further compris- 
ing means for causing successive detections of 
said spin loop fixed time periods resulting in iden- 
tification of the same target processor or a different 
target processor to cause invocation of one of said 



r-.^r^ec in Te :rcer E I T 
target orccesscr. : :re ;=.: 
.'CKec ess -ecer:'/ tr-ar sa.o --'r: 
sa.c :cent;iiec tarce: cr:cesscr. 

\ 1 . The '^ecr.an.'sm :f :*3;m 
pristrg means :cr : a*- sire a zuzzi 
of said spin .coc 'ixec t^-ne oercc 
cetecticn to mvcKe a secLertia. i 
for said :dentifiec- tarzei z'rcrssc- 
csssive detection recurs .v.:-.:r. 2 ■ 
vais of said onor ceteciicn 
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